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So�ware Source Code is Precious Knowledge

Harold Abelson, Structure and Interpretation of Computer Programs (1st ed.) 1985

“Programs must be wri�en for people to read, and only incidentally for machines to execute.”
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So�ware Source Code is Precious Knowledge

Harold Abelson, Structure and Interpretation of Computer Programs (1st ed.) 1985

“Programs must be wri�en for people to read, and only incidentally for machines to execute.”

Apollo 11 source code (excerpt) Covid Sim ( excerpt )

Len Shustek, Computer History Museum 2006

“Source code provides a view into the mind of the designer.”
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(Open Source) So�ware is precious technical and scientific knowledge

Yuval Noah Harari (on COVID 19)

“The real antidote [to epidemic] is scientific knowledge and global cooperation.”
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(Open Source) So�ware is precious technical and scientific knowledge

Yuval Noah Harari (on COVID 19)

“The real antidote [to epidemic] is scientific knowledge and global cooperation.”

So�ware powers modern research

20%+ articles use so�ware, all disciplines

2025 French Open Science Monitor

We can still talk to the early inventors

"Telling historical stories is

the best way to teach. It’s

much easier to understand

something if you know the

threads it is connected to."

Donald E. Knuth

Len Shustek

CACM, January 2021
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How are we managing our (open source) so�ware?

Reproducibility, maintenance in Academia

  

(articles: here, here, here and here)
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How are we managing our (open source) so�ware?

Reproducibility, maintenance in Academia

  

(articles: here, here, here and here)

Security, integrity, traceability in Industry

Can they track the so�ware that they

ship, use, acquire

has that bug or vulnerability

We need a dedicated infrastructure to adress all this!
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A peek at the code hosting landscape

Over 2 million projects in the long tail!
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The So�ware Hash identifier (SWHID)

So�ware Heritage Identifiers (SWHID) see swhid.org

50+B

intrinsic,

decentralised,

cryptographic
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The So�ware Hash identifier (SWHID)

So�ware Heritage Identifiers (SWHID) see swhid.org

50+B

intrinsic,

decentralised,

cryptographic

Full fledged source code references for traceability, integrity and reproducibility

Linux Foundation SPDX 2.2

IANA-registered "swh:"

WikiData property P6138

Examples: Apollo 11 AGC excerpt, �ake III rsqrt

Guidelines available, see the HOWTO

ISO/IEC 18670, see swhid.org
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From archive to revolutionary infrastructure

Modern "Library of Alexandria", international, non profit, long term initiative

addressing the needs of industry, research, culture and society as a whole

So�ware Graph So�ware Blockchain Open Science pillar Big Code
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From archive to revolutionary infrastructure

Modern "Library of Alexandria", international, non profit, long term initiative

addressing the needs of industry, research, culture and society as a whole

So�ware Graph So�ware Blockchain Open Science pillar Big Code

Today we focus on

Open Science • Large-scale analysis • Cybersecurity • AI

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) So�ware Heritage for SE, CyberSecurity and AI May 21st, 2026 7 / 41



Outline

1 Introduction

2 Meet So�ware Heritage

3 From archive to revolutionary infrastructure

4 So�ware for research: reference archive

5 Research on so�ware: datasets from the archive

6 Selected highlight: Impact on so�ware studies

7 A Very Large Telescope to explore the so�ware development galaxy

8 Selected highlight: Improving Open Source Security with SWH(Sec)

9 Selected highlight: AI and transparent LLMs

10 One last thing

11 Conclusion

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) So�ware Heritage for SE, CyberSecurity and AI May 21st, 2026 8 / 41



An example is worth a thousand words

Browse (e.g. Apollo 11 [excerpt], your work may be already there !)

Trigger archival, use the updateswh browser extension, configure the webhooks

Get and use SWHIDs (full specification available online)

Cite so�ware with biblatex-so�ware package from CTAN

Overleaf ACMART template available

Example in journals: article from IPOL

Example with Parmap: devel on Github, archive in SWH, curated deposit in HAL

Extracting all the so�ware products for Inria, for CNRS, for CNES, for LIRMM or

for Rémi Gribonval using HalTools

Curated deposit in SWH via HAL, see for example: LinBox, SLALOM, Givaro,

NS2DDV, SumGra, Coq proof, . . .

Example use in research articles:

compare Fig. 1 and conclusions in the 2012 version and the updated version

SWHID in a replication experiment
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http://www.dicosmo.org/Articles/2012-DaneluttoDiCosmo-Pcs.pdf
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A few adoption indicators 

● Recommendations in ANR 2023 guidelines (p. 17)
● HAL+SWH in the Open Science software booklet

Policy Users and collaborations

Graphics Replicability 
Stamp Initiative

Projects

https://anr.fr/fileadmin/aap/2023/aapg-2023-V2.0_MAJ20220921.pdf
https://www.ouvrirlascience.fr/wp-content/uploads/2022/10/Passeport_Codes-et-logiciels_WEB.pdf
https://www.replicabilitystamp.org/
https://www.replicabilitystamp.org/


Best practices to disseminate

Artifact Evaluation Commi�ees

current status

many guidelines developed in the 2010’s ignore So�ware Heritage

ACM DL or Zenodo deposit of a zip + DOI still required

state of the art

archive on So�ware Heritage

use the qualified SWHID
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current status

many guidelines developed in the 2010’s ignore So�ware Heritage

ACM DL or Zenodo deposit of a zip + DOI still required

state of the art

archive on So�ware Heritage

use the qualified SWHID

So�ware citation

current status

cursory mention in the text, sometimes citation of a research article, or manual ad hoc

entries

state of the art

include codemeta.json (or citation.c�, be�er if generated from codemeta.json)

generate biblatex entry, and use biblatex-so�ware (CTAN, acmart.cls, etc.)
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The full graph in the AWS Open Data collection

https://registry.opendata.aws/software-heritage/
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Example: most popular commit verbs (stemmed)

�ery using Amazon Athena

SELECT COUNT(*) AS C, word FROM (
SELECT word_stem(lower(split_part(
trim(from_utf8(message)),’ ’, 1)))

AS word FROM revision
WHERE length(message) < 1000000)

WHERE word != ’’
GROUP BY word
ORDER BY C
DESC LIMIT 20;
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Example: most popular commit verbs (stemmed)

�ery using Amazon Athena

SELECT COUNT(*) AS C, word FROM (
SELECT word_stem(lower(split_part(
trim(from_utf8(message)),’ ’, 1)))

AS word FROM revision
WHERE length(message) < 1000000)

WHERE word != ’’
GROUP BY word
ORDER BY C
DESC LIMIT 20;

Results
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Going beyond SQL

State-of-the-art graph compression from social networks
Paolo Boldi, Antoine Pietri, Sebastiano Vigna, Stefano Zacchiroli

Ultra-Large-Scale Repository Analysis via Graph Compression

SANER 2020, 27th Intl. Conf. on So�ware Analysis, Evolution and Reengineering. IEEE

Results

Full graph structure (50 B nodes, 800 B edges) in 400 GiB RAM

traversal time is tens of ns per edge

bidirectional traversals implemented

beware: metadata access is still o� RAM

Java Rust and gRPC APIs available . . .

docs.so�wareheritage.org/devel/swh-graph/grpc-api.html
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swh-fuse mount the archive as a virtual filesystem

What it does

User-space POSIX filesystem (FUSE)

exposing the entire SWH archive as a

directory tree.

Navigate by SWHID:

archive/swh:1:rev:...,

archive/swh:1:dir:...,

archive/swh:1:cnt:...

New backend on top of swh-graph: traverse

history, parents, snapshots at full graph

speed.

Lazy content fetch + local cache — you only

pay for what you read.

Use case: Whisper team /

Coccinelle

Inria Whisper (LIP6, Sorbonne

Université)

Coccinelle — semantic-patch

engine for the Linux kernel.

With swh-fuse, Coccinelle can run

across the full history of public code,

not just the latest checkout: study

patch propagation, vulnerability fix

coverage, code-evolution pa�erns

at SWH scale.

docs.so�wareheritage.org/devel/swh-fuse • gitlab.so�wareheritage.org/swh/devel/swh-fuse
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From fellow researchers (Inria DiverSE team, thanks Benoît Combemale)

Mining Android Applications on Software Heritage

(from the Inria/IRISA DiverSE team)

● Generic, single, fine-grained and 
unlimited API

● Growing number of source codes
● Easy to update the dataset

● Specific and limited API
● Hardly reproducible 

RQ: how to build a specific dataset for a given research question?
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From fellow researchers (Inria DiverSE team, thanks Benoît Combemale)

Using the SWH merkle dag to identify android repositories

Identify android application repositories = Find the AndroidManifest.xml among the sources

SWH Merkle DAG, Antoine Pietri 

1)  Iterate over the graph nodes 
until you find a directory node 
containing a file named 
"AndroidManifest.xml".
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From fellow researchers (Inria DiverSE team, thanks Benoît Combemale)

Using the SWH merkle dag to identify android repositories

Identify android application repositories = Find the AndroidManifest.xml among the sources

SWH Merkle DAG, Antoine Pietri 

2)  Extract the SWH identifier of 
the blob corresponding to the 
AndroidManifest.xml and 
download the corresponding file 
through the SWH Web API
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From fellow researchers (Inria DiverSE team, thanks Benoît Combemale)

Using the SWH merkle dag to identify android repositories

Identify android application repositories = Find the AndroidManifest.xml among the sources

SWH Merkle DAG, Antoine Pietri 

3) Traverse the graph in 
backward direction to the origin 
node and get the repository url
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Bo�omline

Broad variety of sources in one open dataset

reduces usual GH bias

Reference simple standard data format

VCS and forge details are abstracted away

Simplifies reproducibility packages

no need to create a full copy, just list the SWHIDs!

So�ware Heritage does the heavy li�ing for you

no need to scrape/download repositories all over again
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Example: (Open) Source Code comes from all over the world
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Example: Programming language evolution in (Open) Source

A. Desmazières, R. Di Cosmo, V. Lorentz

50 years of programming language evolution through the So�ware Heritage Looking Glass

International Conference on Mining So�wre Repositories (MSR) 2025.

h�ps://hal.science/hal-04924849/
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Example: (Open) Source Code grows at an exponential rate

1990 1995 2000 2005 2010 2015 2020
Year

105

106

107

108

109

Nu
m

be
r o

f O
bj

ec
ts

Evolution of Number of Objects per Year
Revisions
Contents
Revisions Fitted Growth
Annual Growth: 27.30%
Doubling Time: 2.87 years
Contents Fitted Growth
Annual Growth: 40.25%
Doubling Time: 2.05 years

Get the data

and the code
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Example: Institutional contribution analysis

�estion:

can we leverage the So�ware Heritage graph to map contributions from a research

institution in the galaxy of so�ware development?
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Example: Institutional contribution analysis

�estion:

can we leverage the So�ware Heritage graph to map contributions from a research

institution in the galaxy of so�ware development?

Answer: let’s try

Extract: projects and contributions using email domain matching in the So�ware

Heritage graph.

Deduplicate: Cluster forks/copies using commit metadata, select a canonical

repository.

Enrich: Add GitHub metadata (topics, README, etc.) for context and visibility.

Analyze: Compute key metrics on impact, contributor domains, and research

relevance.
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First SWH VLT pictures : SU contribution to Open Source

155686
Contributions

2739
Software Projects

Active last 12 months: 91

Still crawled: 2469

1096
Contributors

1998-10-02
2026-03-04

Time Span
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First SWH VLT pictures: SU contribution to Open Source
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SWHSec Leveraging So�ware Heritage to Enhance Cybersecurity

Programme

France 2030 PTCC — 5 years (2024–2028) — 8 research teams

Co-leaders: Olivier Barais (Inria, DiverSE) · Stefano Zacchiroli (Télécom Paris, ACES)

Partners — academic

APR — LIP6, Sorbonne Université (prog.

languages, static analysis MOPSA,

verification)

ACES — Télécom Paris (cybersecurity,

so�ware supply chain)

CEA List (static analysis: Frama-C,

Binsec)

Partners — Inria

DiverSE — supply chain security

RMOD — reverse engineering (Moose)

So�ware Heritage — archive,

infrastructure

Spirals — self-protective systems, web

security

Whisper — Linux kernel, Coccinelle
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So�ware supply chain a�acks

Reusing OSS via dependencies

So�ware dependencies: a popular way of reusing open

source so�ware.

So�ware product A uses functionalities implemented in

OSS product B . . . and so on.

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) So�ware Heritage for SE, CyberSecurity and AI May 21st, 2026 27 / 41

https://xkcd.com/2347


So�ware supply chain a�acks

Reusing OSS via dependencies

So�ware dependencies: a popular way of reusing open

source so�ware.

So�ware product A uses functionalities implemented in

OSS product B . . . and so on.

based on xkcd.com/2347

A�acking the so�ware supply chain

A�acking undermaintained "leaf" packages (e.g., D) → e�icient a�ack strategy

Many documented a�acks: event-stream (2018), node-ipc (2022), XZ utils (2024), . . .
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An universal knowledge base about public code vulnerabilities

Vision

So�ware Heritage is the perfect (and only) place where to build an universal

knowledge base that maps known vulnerabilities to public code artifacts.

SWH can provide an open data API mapping SWHIDs to CVEs, that knows about

all public commits and can be leveraged to increase open source security.

EU Cyber Resilience Act (CRA)

Key helper to abide to CRA obligations, coming into e�ect ~Q3 2026.

SWH funding member of the Open Regulatory Compliance Working Group.

Roadmap

Context: SWHSec project (PTCC-funded, 2023-2027).

Current status: working prototype that processes OSV.dev data and use it to "color"

the entire SWH commit graph (~5 billion commits) with vulnerability information.
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February 2024

Yes, it’s possible!

But it’s hard…

Software Heritage and Generative AI, �rst contacts
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Lessons learned

Transparency is easy: SWHID (undergoing ISO 
standardisation) and Software Heritage
N.B. : may be mandated by regulations!

Opt out is complex: who is the real right owner? 
(similar issues to license compliance)

+
● Building the training set is complex: e.g. 

 includes license compliance alike work 
at massive scale

We need a coordinated effort to ensure fully open models will succeed!

● Generating attribution information 
on model output is more complex 
than license compliance



A STEP FORWARD: CodeCommons

34

Gather 
data

Data
Sources

Clean and 

Process

Raw
Data

Train the 

model

Training
Data

Test the 

model
Model Production

Quali�ed
Model

Availability: Easy access to all relevant 
data for software (source code, PR, issues, 
discussions, etc.) Shared harvesting: we 
do it only once!

E;ciency: Facilitate the extraction of 

quali�ed datasets to build high-

performance models.

Structuring: Organize and connect 

the various data sources to create a 

coherent training set.

Ethics: Provide tools to verify the 

provenance and attribution of 

generative AI outputs

Traceability: Identify and make 
available the data used for training

Solutions
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           Selection and extraction of datasets
Research on the attribution and origin of 

source codes

        Source code collection

Integration of context 
metadata (GHTorrent, 

GMame,SWMath, 
OpenAire,...)

Code analysis (Fossology, 
ScanCode...)

Attribution graph

Archive expansion services

        Archived data

         Indexed data

Data extraction services

Indexing tools

Model training 
operators

User entities

AI Models

2 - Raw answer

3 - Quali�ed 
answer

Code Commons
 use cases

Big Data
Infrastructure 

Scalable
Infrastructure 

1 - Prompt

SoFAIR, OSM, … SWHSec
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So�ware is a global undertaking. . .
Pillar of Science across all research areas Many programming languages

From all continents An exponential growth

1990 1995 2000 2005 2010 2015 2020
Year

105

106

107

108

109

Nu
m
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f O
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ts

Evolution of Number of Objects per Year
Revisions
Contents
Revisions Fitted Growth
Annual Growth: 27.30%
Doubling Time: 2.87 years
Contents Fitted Growth
Annual Growth: 40.25%
Doubling Time: 2.05 years
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. . . with deep (infra)structural dependencies!

An early warning: le�-pad (March 2016)

See the Wikipedia article:

Facebook, PayPal, Netflix, Spotify

a�ected

web broken worldwide ~2.5 hours

83.1%

6.4%

2.1%

1.4%

1.1%

1.0%

0.8%

0.7%

0.7%

0.3%

0.3%

1.9%

Platforms
github.com
gitlab.com
gitlab.lip6.fr
bitbucket.org
pypi.org
gitlab.huma-num.fr
git.kernel.org
gitlab.inria.fr
plmlab.math.cnrs.fr
gitlab-preprod.in2p3.fr
code.launchpad.net
Other (Aggregated)

Color encodes systemic exposure (largest share = highest concentration risk).
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. . . with deep (infra)structural dependencies!

An early warning: le�-pad (March 2016)

See the Wikipedia article:

Facebook, PayPal, Netflix, Spotify

a�ected

web broken worldwide ~2.5 hours

A clear and present danger
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1.4%

1.1%

1.0%

0.8%

0.7%

0.7%

0.3%

0.3%

1.9%

Platforms
github.com
gitlab.com
gitlab.lip6.fr
bitbucket.org
pypi.org
gitlab.huma-num.fr
git.kernel.org
gitlab.inria.fr
plmlab.math.cnrs.fr
gitlab-preprod.in2p3.fr
code.launchpad.net
Other (Aggregated)

Color encodes systemic exposure (largest share = highest concentration risk).

Used by Sorbonne University devs (Source:

So�ware Heritage)

"If GitHub or PyPI disappeared tomorrow,

research would not just slow down

— it would stop."
R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) So�ware Heritage for SE, CyberSecurity and AI May 21st, 2026 37 / 41

https://en.wikipedia.org/wiki/Npm_left-pad_incident


Resilience, demonstrated: Guix (and Nix) integration

Guix demonstrates automated recovery using the So�ware Heritage archive

When a platform or registry fails. . . Guix fallbacks to So�ware Heritage and continues to build!

Since 2019
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An ecumenical approach to sovereign fallback of build chains is possible

Extend to key package managers

npm, PyPI, Maven Central, Cargo, CPAN, RubyGems, Packagist, . . .

Realize ecumenical resilience

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) So�ware Heritage for SE, CyberSecurity and AI May 21st, 2026 39 / 41
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1 Introduction

2 Meet So�ware Heritage

3 From archive to revolutionary infrastructure

4 So�ware for research: reference archive

5 Research on so�ware: datasets from the archive

6 Selected highlight: Impact on so�ware studies

7 A Very Large Telescope to explore the so�ware development galaxy

8 Selected highlight: Improving Open Source Security with SWH(Sec)

9 Selected highlight: AI and transparent LLMs

10 One last thing

11 Conclusion
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A growing and active community

Core Team

All together, 2026 Symposium

Ambassadors
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A rally flag for a grand vision

Bring together academia, industry, governments, communities

"to build a reference, global infrastructure for open and be�er so�ware"
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Call to action

leverage for AI, Cyber, SwEng
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promote for AEC, Journals, etc.

fund the long term mission
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A sovereign fallback for Europe’s build chains is possible

Extend to key package managers

npm, PyPI, Maven Central, Cargo, CPAN, RubyGems, Packagist, . . .

Realize ecumenical resilience
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So�ware Heritage: one infrastructure, six strategic levers

Research infrastructure

two facets:

support Open Science

enable So�ware Science

Traceability and compliance

So�ware supply chain (SBOM)

integrity (SWHID)

availability

support CRA/NIS2 mandates

Cybersecurity

Cyber forensics, vulnerability tracking at

world scale
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Research infrastructure

two facets:

support Open Science

enable So�ware Science

Traceability and compliance

So�ware supply chain (SBOM)

integrity (SWHID)

availability

support CRA/NIS2 mandates

Cybersecurity

Cyber forensics, vulnerability tracking at

world scale

Resilience

when npm/PyPI/Maven fail,

Europe continues to build

Transparent AI

CodeCommons : provenance and

a�ributon for LLMs

AI Act, Art. 11, 12, 15:

technical documentation

record-keeping

reproducibility

Metrics we can count on

Objective Strategic Insights

Support policy implementation
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The missing foundation to fill the gap is here
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References Reproducibility / functional package management

Julien Malka, Théo Zimmermann, Stefano Zacchiroli.

Does Functional Package Management Enable Reproducible Builds at Scale? Yes.

MSR 2025, IEEE, O�awa, Canada. Pages 775–787.

ACM SIGSOFT Distinguished Paper Award.
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SWHID in detail

A giant (extended) Merkle DAG
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swh-scanner

Vision

swh-scanner is an open source and open data source code scanner for open

compliance workflows, backed by the largest public archive of FOSS source code.

Design

�ery So�ware Heritage as source of truth about public code

Leverages the Merkle DAG model and SWHIDs for maximum scanning e�iciency

E.g., no need to query the back-end for files contained in a known directory

File-level granularity

Output: source tree partition into known (= published before) v. unknown

Source: gitlab.so�wareheritage.org/swh/devel/swh-scanner

License: GPL-3+

Package: pypi.org/project/swh.scanner

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) So�ware Heritage for SE, CyberSecurity and AI May 21st, 2026 8 / 16
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swh-scanner demo — E�iciency

$ du -sh --exclude=.git /srv/src/linux/git
4,1G /srv/src/linux/git

$ time swh scanner scan /srv/src/linux
Files: 78277

known: 78267 ( 99%)
directories: 5085

fully-known: 5081 ( 99%)
partially-known: 4 ( 0%)

38,65s user 4,71s system 81% cpu 53,127 total

$ swh scanner scan --output-format ndjson /srv/src/linux/git | grep false
...
{"scripts/kconfig/symbol.o": {"swhid": "swh:1:cnt:874f19...", "known": false}}
... R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) So�ware Heritage for SE, CyberSecurity and AI May 21st, 2026 9 / 16
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SWHSec

1

SWHSec

Leveraging Software Heritage

to Enhance Cybersecurity

Co-porteur
Nom : Barais

Prénom : Olivier

Email : olivier.barais@irisa.fr

PTCC 

Axe 1 : Programme R&D

Co-porteur
Nom : Zacchiroli

Prénom : Stefano

Email : stefano.zacchiroli@telecom-paris.fr

Co-porteur
Nom : Di Cosmo

Prénom : Roberto

Email : roberto@dicosmo.org
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SWHSec (cont.)

7

Enjeux stratégiques du projet

Aujourd’hui, seulement les hyperscalers fournissent les plateformes qui hébergent les 

codes sources et distribuent les binaires des logiciels Open Source 
● Github (Microsoft)
● Gitlab (gitlab.com et un large ensemble de repositories privés)

On assiste à la concentration des outils d’analyse de la supply chain open source 

entre des acteurs non européens, e.g.:
- Sur les dépendances (Dependatbot https://github.com/dependabot)
- Sur le code (rough-auditing-tool-for-security RATS, CodeQL by github, …)

Opportunité: un ou�l unique au monde (SWH) qui fournit une source de 
données vaste et peut être ou�llé pour la cybersécurité

R. Di Cosmo roberto@dicosmo.org (CC-BY 4.0) So�ware Heritage for SE, CyberSecurity and AI May 21st, 2026 11 / 16



SWHSec (cont.)

10

Les objec�fs du projet 

Construire par-dessus l’infrastructure de Software Heritage 

(SWH), une chaîne d’analyse et de remédiation unique scalable 

dédiée à la cybersécurité 

● Analyseur du code source, capable de bénéficier de 

l’architecture de SWH

● Infrastructure de gestion des dépendances permettant une 

analyse temporelle de l’évolution des dépendances dans 

le domaine de l’open-source

● Analyse de  l’impact d’une vulnérabilité à l’aide de SWH

● Remédiation sur un ensemble de projets d’une vulnérabilité 

découverte

● Extension de Software Heritage pour la prise en compte 

des outils d’analyse de sécurité
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SWHSec (cont.)

13

SWHSec

Leveraging Software Heritage

to Enhance Cybersecurity
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Let’s look at HeartBleed. . . CVE-2014-0160

Get SWHID of compromised openssl files

$ for f in openssl-1.0.1*/ssl/d1_both.c; do swh-identify $f; done
swh:1:cnt:0a84f957118afa9804451add380eca4719a9765e openssl-1.0.1-beta1/ssl/d1_both.c
swh:1:cnt:7a5596a6b373aeabbd6d8d674f0e20b1618c5012 openssl-1.0.1f/ssl/d1_both.c
swh:1:cnt:2e8cf681ed0976e2b16460170fda27c77cfec6cc openssl-1.0.1g/ssl/d1_both.c
swh:1:cnt:04aa23107ec53c184505e98091306c7391091bb5 openssl-1.0.1h/ssl/d1_both.c
swh:1:cnt:de8bab873f2cf114d0d1b3e49acfa09bb9d0e4f7 openssl-1.0.1/ssl/d1_both.c
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Let’s look at HeartBleed. . . CVE-2014-0160

Get SWHID of compromised openssl files

$ for f in openssl-1.0.1*/ssl/d1_both.c; do swh-identify $f; done
swh:1:cnt:0a84f957118afa9804451add380eca4719a9765e openssl-1.0.1-beta1/ssl/d1_both.c
swh:1:cnt:7a5596a6b373aeabbd6d8d674f0e20b1618c5012 openssl-1.0.1f/ssl/d1_both.c
swh:1:cnt:2e8cf681ed0976e2b16460170fda27c77cfec6cc openssl-1.0.1g/ssl/d1_both.c
swh:1:cnt:04aa23107ec53c184505e98091306c7391091bb5 openssl-1.0.1h/ssl/d1_both.c
swh:1:cnt:de8bab873f2cf114d0d1b3e49acfa09bb9d0e4f7 openssl-1.0.1/ssl/d1_both.c

Look up one origin that contains it using the graph

$ swh-graph-lookup.py -c swh:1:cnt:de8bab873f2cf114d0d1b3e49acfa09bb9d0e4f7
swh:1:cnt:de8bab873f2cf114d0d1b3e49acfa09bb9d0e4f7;
path=ssl/d1_both.c;
anchor=swh:1:rev:86628df45f9eec5b2d46aeb77644ae8f544d1291;
visit=swh:1:snp:6163a539c30011303b5162931fdafd84af8d1c09;
origin=https://github.com/taptipalit/openssl

let’s check this occurrence
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. . . more closely

Find all origins. . .

$ swh-graph-lookup.py --all-origins \
-c swh:1:cnt:de8bab873f2cf114d0d1b3e49acfa09bb9d0e4f7 \
| cut -d ; -f 3 | sort -u | grep swh | sed ’s/anchor=//’ > allrevs

$ head -3 allrevs
swh:1:rev:005b61176f3f72c6c31a2c9431dbc8b5730023ed
swh:1:rev:01b47383d76f8b9653c6418b0fe1c36043b83ea1
swh:1:rev:03487116266297d1611556910515f7a3cd7f5fcd
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. . . more closely

Find all origins. . .

$ swh-graph-lookup.py --all-origins \
-c swh:1:cnt:de8bab873f2cf114d0d1b3e49acfa09bb9d0e4f7 \
| cut -d ; -f 3 | sort -u | grep swh | sed ’s/anchor=//’ > allrevs
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One of them is pre�y late!

$ getrevdate.py --swhid swh:1:rev:03487116266297d1611556910515f7a3cd7f5fcd
{’revision’: {’swhid’: ’swh:1:rev:03487116266297d1611556910515f7a3cd7f5fcd’,

’date’: {’date’: ’2016-02-23T16:22:12+08:00’}}}
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$ getrevdate.py --swhid swh:1:rev:03487116266297d1611556910515f7a3cd7f5fcd
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’date’: {’date’: ’2016-02-23T16:22:12+08:00’}}}

Let’s see where it comes from

$ grep "swh:1:rev:03487116266297d1611556910515f7a3cd7f5fcd" allrevs
swh:1:cnt:de8bab873f2cf114d0d1b3e49acfa09bb9d0e4f7;path=ssl/d1_both.c;
anchor=swh:1:rev:03487116266297d1611556910515f7a3cd7f5fcd;
visit=swh:1:snp:7104ce60b2fa0650fe993195396a68f17dce5220;
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. . . more closely, cont’d

let’s check that occurrence
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