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int main(argc, argv)
{
  if (argc == 2) {
    printf(“%c”, *argv[2]);
    return -1;
  }
  
  return 0;
}

Bug Finding

$ ./prog

$ ./prog p1
Segmentation fault

$ valgrind ./prog p1
Invalid read of size 1
main (prog.c:10)
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Check properties on execution paths
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Bug Finding
./prog

argc != 2

./prog 123

argc == 2

int main(argc, argv)
{
  if (argc == 2) {
    printf(“%c”, *argv[2]);
    return -1;
  }
  
  return 0;
}



Bug Finding

✖

./prog

argc != 2

./prog 123

argc == 2

int main(argc, argv)
{
  if (argc == 2) {
    printf(“%c”, *argv[2]);
    return -1;
  }
  
  return 0;
}
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Performance Profiling 

1
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16x106

Cache misses

int matrixSum(matrix_t m)
{
  int sum=0;
 
  for(i = 0; i < m.w; i++) 
   for(j = 0; j < m.h; j++)
     sum +=  m[i][j];

  return sum;
}
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100x100
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Systematic Path Enumeration

• Automatically finding the right paths
To detect bugs
To expose performance issues
To ...



In-Vivo Multi-Path Analysis
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Today’s Approaches

Analyze only some of the paths
Introduces false negatives (FNs)

Abstract away parts of the paths
Introduces false positives (FPs)



Outline
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• Results
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Execution Consistency Models

• Specify the set of paths to be analyzed

• Principled FPs/FNs trade-offs

• Remember memory consistency models ?
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Strictly Consistent Unit-Level Execution

int main(argc, argv) { 
  
  if (argc == 1) {
     ...
  }

  p = malloc(...);

  if (p == NULL) {
     ...
  }
  ...
}

Unit Input

Presence of FNs

EnvironmentUnit
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Design your own models
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Symbolic Execution

a > 0 a <= 0

a=λ b=δ

int func(int a, int b) 
{
  
  if (a > 0) {
     ...
  }

  if (b < 0) {
  ...
  }

}

b < 0 b => 0



Concrete ➡ Symbolic

Program

Kernel

Libraries

Hardware

...
int main(argc, argv) {
  
  if (argc == 0) {
     ...
  }

  p = malloc(...);

  if (p == NULL) {
     ...
  }
  ...
}



Concrete ➡ Symbolic

Program

Kernel

Libraries

Hardware

...
int main(argc, argv) {
  
  if (argc == 0) {
     ...
  }

  p = malloc(...);

  if (p == NULL) {
     ...
  }
  ...
} Input



Concrete ➡ Symbolic

Program

Kernel

Libraries

Hardware

...
int main(argc, argv) {
  
  if (argc == 0) {
     ...
  }

  p = malloc(...);

  if (p == NULL) {
     ...
  }
  ...
} Input



Concrete ➡ Symbolic

Program

Kernel

Libraries

Hardware

...
int main(argc, argv) {
  
  if (argc == 0) {
     ...
  }

  p = malloc(...);

  if (p == NULL) {
     ...
  }
  ...
} Input



Concrete ➡ Symbolic

... ...

int main(argc, argv) {
  
  if (argc == 0) {
     ...
  }

  p = malloc(...);

  if (p == NULL) {
     ...
  }
  ...
}

Env.

Unit



Concrete ➡ Symbolic

... ...

int main(argc, argv) {
  
  if (argc == 0) {
     ...
  }

  p = malloc(...);

  if (p == NULL) {
     ...
  }
  ...
}

Env.

Unit



Concrete ➡ Symbolic

... ...

int main(argc, argv) {
  
  if (argc == 0) {
     ...
  }

  p = malloc(...);

  if (p == NULL) {
     ...
  }
  ...
}

Env.

Unit



Concrete ➡ Symbolic

... ...

int main(argc, argv) {
  
  if (argc == 0) {
     ...
  }

  p = malloc(...);

  if (p == NULL) {
     ...
  }
  ...
}

Env.

Unit



Symbolic ➡ Concrete

int main(argc, argv) {
  
  if (argc == 0) {
     ...
  }

  p = malloc(...);

  if (p == NULL) {
     ...
  }
  ...
}

Env.

Unit



Symbolic ➡ Concrete

int main(argc, argv) {
  
  if (argc == 0) {
     ...
  }

  p = malloc(...);

  if (p == NULL) {
     ...
  }
  ...
}

Env.

Unit



S2E Is A Virtual Machine

real
CPU

real phys
memory

real
devices

virtual
CPU

VM phys
memory

virtual
devices

symbolic
execu!on

drivers

libraries
opera!ng system

kernel

applica!ons

QEMU KLEE

LLVM
binary

transla!on
dynamic



S2E Is A Virtual Machine

real
CPU

real phys
memory

real
devices

virtual
CPU

VM phys
memory

virtual
devices

symbolic
execu!on

drivers

libraries
opera!ng system

kernel

applica!ons

QEMU KLEE

LLVM
binary

transla!on
dynamic

Customized 
virtual machine



S2E Is A Virtual Machine

real
CPU

real phys
memory

real
devices

virtual
CPU

VM phys
memory

virtual
devices

symbolic
execu!on

drivers

libraries
opera!ng system

kernel

applica!ons

QEMU KLEE

LLVM
binary

transla!on
dynamic

Runs unmodified x86 binaries
(including proprietary/obfuscated/
 encrypted binaries)



S2E Is A Virtual Machine

real
CPU

real phys
memory

real
devices

virtual
CPU

VM phys
memory

virtual
devices

symbolic
execu!on

drivers

libraries
opera!ng system

kernel

applica!ons

QEMU KLEE

LLVM
binary

transla!on
dynamic Selection done at runtime

Most code runs “natively”



S2E Is A Virtual Machine

real
CPU

real phys
memory

real
devices

virtual
CPU

VM phys
memory

virtual
devices

symbolic
execu!on

drivers

libraries
opera!ng system

kernel

applica!ons

QEMU KLEE

LLVM
binary

transla!on
dynamic Shared concrete/symbolic

state representation



Plugin-based Architecture

real
CPU

real phys
memory

real
devices

virtual
CPU

VM phys
memory

virtual
devices

symbolic
execu!on

drivers

libraries
opera!ng system

kernel

applica!ons

QEMU KLEE

LLVM
binary

transla!on
dynamic



Plugin-based Architecture

real
CPU

real phys
memory

real
devices

virtual
CPU

VM phys
memory

virtual
devices

symbolic
execu!on

drivers

libraries
opera!ng system

kernel

applica!ons

QEMU KLEE

LLVM
binary

transla!on
dynamic

S
2
E
 
A
P
I



Plugin-based Architecture

real
CPU

real phys
memory

real
devices

virtual
CPU

VM phys
memory

virtual
devices

symbolic
execu!on

drivers

libraries
opera!ng system

kernel

applica!ons

QEMU KLEE

LLVM
binary

transla!on
dynamic TestCaseGenerator

CustomInstructions

CrashDumpGenerator

CodeSelector

NdisExerciser

...S
2
E
 
A
P
I



Outline

• Theory
Execution consistency models

• System
S2E: Platform for in-vivo multi-path analysis

• Results
Using S2E in practice

http://s2e.epfl.ch

http://s2e.epfl.ch
http://s2e.epfl.ch


Outline

• Theory
Execution consistency models

• System
S2E: Platform for in-vivo multi-path analysis

• Results
Using S2E in practice

http://s2e.epfl.ch

http://s2e.epfl.ch
http://s2e.epfl.ch


Using S2E in Practice

• Automated Device Driver Testing
DDT

• Automated Reverse Engineering
RevNIC

• Multi-path Performance Profiling
PROFs



Using S2E in Practice

• Automated Device Driver Testing
DDT

• Automated Reverse Engineering
RevNIC

• Multi-path Performance Profiling
PROFs





Driver Bugs are Critical

• Lead to system-level malfunction
Crashes, security issues

• Driver bugs are ubiquitous
85% of Windows crashes1

3-7 times buggier than the kernel2

1 V. Orgovan and M. Tricker. An introduction to driver quality. Microsoft Windows 
Hardware Engineering Conf., 2003.
2 A. Chou, et al. An empirical study of operating systems errors. In SOSP 2001.
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int main(argc, argv) {
  
  if (argc == 0) {
     ...
  }

  p = malloc(...);

  if (p == NULL) {
     ...
  }
  ...
}
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Input

Consistency Models in S2E
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int open(...) {
  
  if (fd == 0) {
     ...
  }

  p = kmalloc(...);

  if (p == NULL) {
     ...
  }
  ...
}
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Driver-Hardware Interface
Driver Symbolic Hardware

hw_write(value) value ignored

res = hw_read() create symbolic 
value α

return α
res = α
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Driver-Hardware Interface
Driver Symbolic Hardware

At time γ:
assert interrupt

int irq_handler()
{ ...

Symbolic 
Interrupt

No real hardware needed
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Kernel-Driver Interface

void SendPacket(char* packet,
       int size, int flags)
{
  int status = hw_read();

  if (status == READY) {
    send(packet);

  } else {
    if(flags & URGENT) {
      send_urgent(packet);
    } else {
      queue(packet);
    }
  }
}
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set buf = γ 
where:
 γ = 0 ||
 γ = addr

Kernel Driver

Kernel-Driver Interface

SendPacket(
    ..., 0x40
);

SendPacket(
    ..., α
) { ...

buf = 
   AllocMemory(β)AllocMemory(1000)

set β = 1000

return addr

check β ≥ 0

API Annotations
Local consistency
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• Instruction-granularity 
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DDT	  found	  14	  bugs	  in	  
all	  6	  Microso9-‐cer;fied	  drivers	  we	  

tested
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Drivers: Hard to Write and Hard to Port 

• Drivers are often closed source
Porting from existing drivers is difficult

• Devices rarely come with an interface specification
Hard to write a driver from scratch

• Specifications are often incomplete and buggy
Buggy driver implementation
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High Coverage
Driver Exerciser

• Hand-crafted workload is not enough
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Execution 
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Trace	  Files

• Execution tree

• Machine instructions

• Memory accesses

• Register values

• (Memory-Mapped) I/O
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uint32_t function_0001(uint32_t param1, 
                       uint32_t param2)
{  /* ... */
BB1:
   goto BB2;
BB2:
   v1 = read_port(param1);
BB3:
   v2 = read_port(param2);
BB4:
   if (v1 & 0x21) goto BB8;  
BB5:
   write_port(param2, 0x1234);
BB6:
   goto BB7; 
BB8:
   write_port(param1, 0x4567);
BB9:
   goto BB7;
BB7:
}



CFG
BB	  1

BB	  2

BB	  3

BB	  4

BB	  5

BB	  6

BB	  7

BB	  1

BB	  2

BB	  3

BB	  4

BB	  7

BB	  8

BB	  9

Multi-Path Dynamic 
Disassembly 

uint32_t function_0001(uint32_t param1, 
                       uint32_t param2)
{  /* ... */
BB1:
   goto BB2;
BB2:
   v1 = read_port(param1);
BB3:
   v2 = read_port(param2);
BB4:
   if (v1 & 0x21) goto BB8;  
BB5:
   write_port(param2, 0x1234);
BB6:
   goto BB7; 
BB8:
   write_port(param1, 0x4567);
BB9:
   goto BB7;
BB7:
}



RevNIC 

Synthetic Driver

NIC Driver 
Template

Virtual Machine

Guest OS

Original Binary Driver

Driver Exerciser

RevNIC Code 
Synthesizer

Hardware 
interaction traces

Traces ➔ C code



RevNIC 

Synthetic Driver

NIC Driver 
Template

Virtual Machine

Guest OS

Original Binary Driver

Driver Exerciser

RevNIC Code 
Synthesizer

Hardware 
interaction traces

Traces ➔ C code



Target Platforms

http://bplteensofwa.files.wordpress.com/2009/07/
computer.jpg

Windows         Linux    KitOS        µC/OS II

Windows

http://bplteensofwa.files.wordpress.com/2009/07/computer.jpg
http://bplteensofwa.files.wordpress.com/2009/07/computer.jpg
http://bplteensofwa.files.wordpress.com/2009/07/computer.jpg
http://bplteensofwa.files.wordpress.com/2009/07/computer.jpg


Target Platforms

http://bplteensofwa.files.wordpress.com/2009/07/
computer.jpg

x86 PC

RTL8139

Windows         Linux    KitOS        µC/OS II

Windows

http://bplteensofwa.files.wordpress.com/2009/07/computer.jpg
http://bplteensofwa.files.wordpress.com/2009/07/computer.jpg
http://bplteensofwa.files.wordpress.com/2009/07/computer.jpg
http://bplteensofwa.files.wordpress.com/2009/07/computer.jpg


Target Platforms

http://bplteensofwa.files.wordpress.com/2009/07/
computer.jpg

x86 PC VMware
QEMU

PCnet, NE2000RTL8139

Windows         Linux    KitOS        µC/OS II

Windows

http://bplteensofwa.files.wordpress.com/2009/07/computer.jpg
http://bplteensofwa.files.wordpress.com/2009/07/computer.jpg
http://bplteensofwa.files.wordpress.com/2009/07/computer.jpg
http://bplteensofwa.files.wordpress.com/2009/07/computer.jpg


Target Platforms

http://bplteensofwa.files.wordpress.com/2009/07/
computer.jpg

x86 PC VMware
QEMU

FPGA4U

PCnet, NE2000 SMSC 91C111RTL8139

Windows         Linux    KitOS        µC/OS II

Windows

http://bplteensofwa.files.wordpress.com/2009/07/computer.jpg
http://bplteensofwa.files.wordpress.com/2009/07/computer.jpg
http://bplteensofwa.files.wordpress.com/2009/07/computer.jpg
http://bplteensofwa.files.wordpress.com/2009/07/computer.jpg


Using S2E in Practice

• Automated Device Driver Testing
DDT

• Automated Reverse Engineering
RevNIC

• Multi-path Performance Profiling
PROFs



Using S2E in Practice

• Automated Device Driver Testing
DDT

• Automated Reverse Engineering
RevNIC

• Multi-path Performance Profiling
PROFs



Single-Path Performance Profiling

User space

Kernel space



Single-Path Performance Profiling

User space

Kernel space



Single-Path Performance Profiling

User space

Kernel space



Single-Path Performance Profiling

User space

Kernel space



Multi-Path In-Vivo Profiling

User space

Kernel space



Multi-Path In-Vivo Profiling

User space

Kernel space



PROFs

• Cache Simulator
Models arbitrary cache hierarchies

• Instruction Counter
Machine instructions

• MMU Monitor
Tracks TLB misses and page faults



Finding Performance Envelopes

• Upper and lower bound on performance

• Fastest and slowest execution path

• Metrics?
• # instructions, cache misses, page faults, ...
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• Unbounded instruction count

• Infinite loop bug

>1.5	  million	  
instruc0ons

ping
Finding Performance Envelopes
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void process_options(optptr...) {
  …
  while (totlen > 0) {
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    switch (*opt) {
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        length = *++opt;
        
        if (length < 4)
          continue;
    }
    … 
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129,086
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Conclusion

http://s2e.epfl.ch
Ready-for-use VM, demos, tutorials,
source code, documentation

• Execution consistency models

• Platform for in-vivo multi-path analysis

• Use of symbolic execution in bug finding, reverse 
engineering, and performance analysis

http://s2e.epfl.ch
http://s2e.epfl.ch

