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int main(argc, argv)
{
if (argc == 2) {
printf (“"%c”, *argv[2]);
return -1;

}

return 0;
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int main(argc, argv)
{
if (argc == 2) {
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return 0;
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Bug Finding

int main(argc, argv) $ ./prog
{
if (argec == 2) { $ ./prog pl
printf (“%c”, *argv[2]); Segmentation fault
return -1;

}

return 0;

}




Bug Finding

int main(argc, argv) $ ./prog

{
if (argc == 2) $ ./prog pl
printf (“sc¢”, {(*argv([2]) ; Segmentation fault
return -1;

} $ valgrind ./prog pl

return 0; Inyalid read of size 1
} main (prog.c:10)
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{

int sum=0;

for(i1 = 0; 1 < m.w; i++)
for(j = 0; J < m.h; j++)
sum += m[i][]];

return sum;

}
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Performance Profiling

int matrixSum(matrix t m) OProfile

{

int sum=0;

for(i = 0; 1 < m.w; i++)
for(j = 0; 1 m.h, j++)

sum +={ m[1][]]; i

return sum;

}
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int main(argc, argv)
{
if (argc == 2) {
printf (“%c”, *argv[2]);
return -1;

}

return 0;

}
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int main(argc, argv)
{
if (argc == 2) {
printf (“%c”, *argv[2]);
return -1;

}

return 0;

}




Bug Finding

int main (argc, argv) . /prog
{
if (argc == 2) {
printf (“3sc¢”, *argv([2]);
return -1;

./prog 123

}

return 0;

}




Bug Finding

int main(argc, argv) ./prog ./prog 123
{

if (argc == 2)

printf (“3sc”, (*argv([2])) ;
return -1;

}

return 0;

}
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int matrixSum(matrix t m)

{

int sum=0;

for(i1 = 0; 1 < m.w; i++)
for(j = 0; j < m.h; j++)
sum += m[i][j];

return sum;

}
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int matrixSum(matrix t m)

{

int sum=0;

for(i1 = 0; 1 < m.w; i++)
for(j = 0; j < m.h; j++)
sum += m[i][j];

return sum;

}




Performance Profiling

int matrixSum(matrix t m)

{

int sum=0;

for(i1 = 0; 1 < m.w; i++)
for(j = 0; j < m.h; j++)
sum += m[i][j];

return sum;

}
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Performance Profiling

int matrixSum(matrix t m)

{

int sum=0;

for(i1 = 0; 1 < m.w; i++)
for(j = 0; j < m.h; j++)
sum += m[i][j];

return sum;

}

100x100
10x10 4096x4096

16x106

Cache misses




Systematic Path Enumeration

e Automatically finding the right paths
To detect bugs
To expose performance ISSues
To ...




In-Vivo Multi-Path Analysis

Analyze a living system, for maximum realism
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system size

2 paths
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Today’'s Approaches

Analyze only some of the paths
Introduces false negatives (FNSs)




Today’'s Approaches

Analyze only some of the paths
Introduces false negatives (FNSs)

Abstract away parts of the paths
Introduces false positives (FPSs)
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Execution Consistency Models




Execution Consistency Models

e Specify the set of paths to be analyzed




Execution Consistency Models

e Specify the set of paths to be analyzed
e Principled FPs/FNs trade-offs




Execution Consistency Models

e Specify the set of paths to be analyzed
e Principled FPs/FNs trade-offs

e Remember memory consistency models ?




Consistency Models in S2E




Consistency Models in S2E

int main(argc, argv) { Program
if (argc == 0) {
}
p = malloc(...);

if (p == NULL) {
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Consistency Models in S2E

int main(argc, argv) { Progra

if (argc == 0) { LiPraries

}
Kernel

p = malloc(...);

if (p == NULL) { Hardware

}
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Strictly Consistent System-Level Execution

int main(argc, argv) {
if (argc == 1) {
\ ...
p = malloc(...);

if (p == NULL) ({
Lo

Unit Environment
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S
Unit Environment
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Strictly Consistent System-Level Execution

System Input

int main(argc, argv) {
if (argc == 1) {
: ...
p = malloc(...)
if (p == NULL) {
\ ...
o Unit  Environment




SC-SE

Strictly Consistent System-Level Execution

System Input

int main (argc, | argv) {

if (argec == 1) {

if (p == NULL) {

Unit Environment




SC-SE

Strictly Consistent System-Level Execution

Zero FNs
System Input Zero FPs

int main(argc,|argv) {
if (argc == 1) {
} ...
p = malloc(...);

if (p == NULL) ({
}

Unit Environment
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Strictly Consistent System-Level Execution

Zero FNs
System Input Zero FPs

int main (argc,

5 == NULL) {

Unit Environment
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Strictly Consistent Unit-Level Execution

int main(argc, argv) {
if (argc == 1) {
\ ...
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SC-UE

Strictly Consistent Unit-Level Execution

Unit Input
int main(argc, argv) {
if (argc == 1) {
\ ‘..
p = malloc(...);

if (p == NULL) ({
Lo

Unit Environment




SC-UE

Strictly Consistent Unit-Level Execution

Unit Input

it main (argc, argv) {

if (argc == 1) {

if (p == NULL) ({

Unit Environment




SC-UE

Strictly Consistent Unit-Level Execution

Presence of FNs

Unit Input

it main (argc, argv) {

if (argc == 1) {

Unit Environment




RC

Relaxed Consistency

Unit Input

int main(argc, argv) {

if (argec == 1) {
\ .- ..
p = malloc(...);

if == NULL
}
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Relaxed Consistency

Unit Input

int main(argc, argv) {

- Relax returned values
p’€{NULL, p}
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Relaxed Consistency

Unit Input

int main(argc, argv) {

- Relax returned values
p’€{NULL, p}

== NULL) {
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Relaxed Consistency

1 Unit Input

I
int Fain(argc, argv) {

- Relax returned values

£ (arge == 1) { p’ € {NULL, p)}

p = malloc (7. .

== NULL) {




RC

Relaxed Consistency

1 Unit Input

I
int Fain(argc, argv) {

- Relax returned values

if] (arge == 1) | p’ € {NULL, p)}

p = malloc (7. .

== NULL) {

Introduces memory leak




RC

Relaxed Consistency

1 Unit Input

I
int Fain(argc, argv) {

- Relax returned values

£ (arge == 1) { p’ € {NULL, p)}

p = malloc (7. .

== NULL) {
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Execution Consistency Models

Model

FNSs
w.r.t. unit

FPs
w.r.t. unit

# system
paths

Uses

Concrete

Valgrind

SC-SE

KLEE

SC-UE

DART

RC

RevNIC

Disassemblers

DDT

Design your own models
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Symbolic Execution




Symbolic Execution

int func(int a, int b)

{
if (a > 0) {
}
if (b < 0) {

}




Symbolic Execution

a=1l b=2 a=3 b=5 a=5 b=2 a=10 b=22

int func(int a, int b)

{
if (a > 0) {
}
if (b < 0) {

}




Symbolic Execution

a=A b=0

int func(int a, int b)

{
if (a > 0) {
}
if (b < 0) {

}




Symbolic Execution

a=A b=0

int func(int a, int b)

{

if (a > 0) { a>y‘Y.<=o
}

if (b < 0) {

}
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a=A b=0

int func(int a, int b)

{
if (a > 0) {
}
if (b < 0) {

}




Concrete = Symbolic
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if (argc == 0) {

\ Libraries

p = malloc(...); Kernel

if (p == NULL) {
Hardware
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int main(argc, argv) {
Program
if (argc == 0) {

\ Libraries

p = malloc(...); Kernel

if (p == NULL) {
Hardware
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Concrete = Symbolic

>

int main(argc, argv) {
Program
if (argc == 0) { *
} Libraries

*p — ma]_lOC(. . ) ; Kernel

if (p == NULL) {
Hardware

}
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int main(argc, argv) {
if (argc == 0) {
}
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Symbolic = Concrete

int main(argc, argv) {
if (argc == 0) {
}
p = malloc(...);

if (p == NULL) {

}
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S2E Is A Virtual Machine

= e
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libraries

operating system
Sl kernel drivers
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- -

virtual | VM phys | virtual e L.
memory | devices Runs unmodified x86 binaries

(including proprietary/obfuscated/

binary——, /Symbolic\| encrypted binaries
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QEMU KLEE
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CPU memory  devices




S2E Is A Virtual Machine

applications
libraries

operating system .
kernel drivers

virtual =~ VM phys  virtual
CPU memory  devices

B

#-dynamic~ "y : :
{ yinary ). /symbolic Selection done at runtime
Nlranslation/ iMiexecution/| Most code runs “natively”

real real phys real
CPU memory  devices




S2E Is A Virtual Machine

applications
libraries

operating system .
kernel drivers

virtual =~ VM phys  virtual
CPU memory  devices

Jinary—)__, symbolicy | Shared concrete/symbolic
translation/LlvM\execution/| state representation
QEMU KLEE

real real phys real
CPU memory  devices
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Plugin-based Architecture

applications
libraries

operating SVM CodeSelector
kernel drivers

virtual | VM phys | virtual NdisExerciser

CPU memory  devices

TestCaseGenerator
dynamlc

mar A, /symbolic
transl atlon LLVM executlon

S2E API

CrashDumpGenerator

/QEIVIU KLEE coe

real real phys real )
CPU memory  devices CustomInstructions
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o Automated Device Driver Testing
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¢ Automated Reverse Engineering
RevNIC

e Multi-path Performance Profiling
PROFs
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A problem has been detected and windows has been shut down to prevent damage
t0o your computer.

The problem seems to be caused by the following file: SPCMDCON. SYS
PAGE_FAULT_IN_NONPAGED_AREA

If this is the first time you' ve seen this Stop error screen,
restart your computer. If this screen appears again, follow
these steps:

Check to make sure any new hardware or software is properly installed.
If this 1s a new installation, ask wyour hardware or software manufacturer
for any windows updates you might need.

If problems continue, disable or remove any newly installed hardware
or software. Disable BIOS memory options such as caching or shadowing.
If you need to use Safe Mode to remove or disable components, restart
wOour computer, press F8 to select Advanced Startup Options, and then
select Safe mode.

Technical information:

¥w¥ STOP: 0Ox00000050 (OxFD3094C2, 0x00000001, OXFBFE7617, 0x00000000)

Wkw  SPCMDCON. SYS - Address FBFE76Ll7 base at FBFES000, DatesStamp 3déddé7?c



Driver Bugs are Critical

® | ead to system-level malfunction
Crashes, security issues

® Driver bugs are ubiquitous
85% of Windows crashes’
3-7 times buggier than the kernel?

1'V. Orgovan and M. Tricker. An introduction to driver quality. Microsoft Windows
Hardware Engineering Conf., 2003.
2 A. Chou, et al. An empirical study of operating systems errors. In SOSP 2001.
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State of the Art in Driver Testing

Dynamic| Static
Closed-source
drivers V X

Unmodified
environment

v | X
et | X | v
X | Vv

Multi-path




Consistency Models in S2E

int main (argc, argv) { Progra

if (argec == 0) {
Lipraries
}

p = malloc(...); Kernel

1 f == NULL
P H Hardware

}
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int open(...) { Program

if (£d == 0) {

Libraries
}

p = kmalloc(...); Kernel

Driver

1 f == NULL
P H Hardware

}




int open(...) {

Program

if (fd == 0) {
Libraries
}

p = kmalloc(...); Kernel

Driver

if (p == NULL) ({
Hardware /
}




int open(...) {

Program

if (fd == 0) {
Libraries
}

p = kmalloc(...); Kernel

Driver
1f == NULL
’ (p ) Hardware/

} - ‘
S l[‘l‘d‘

Symbolic
Hardware
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Drivers

Driver Symbolic
Hardware

/- Initialize()
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Driver Symbolic Hardware

res = hw_read() ﬁg:izzeasymbozllc
_ return o

hw write (value) —ﬁ value ignored
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Driver Symbolic Hardware

int irq handler() ( At time vy:
{ . assert interrupt




Driver-Hardware Interface

Driver Symbolic Hardware

Symbolic
Interrupt

int irq handler() ( At time vy:
{ . assert interrupt




Driver-Hardware Interface

No real hardware needed
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Workloac . D SE—
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Kernel-Driver Interface

void SendPacket (char* packet,
int size, int flags)

{

int status = hw _read();

i1f (status == READY) {
send (packet) ;

} else {
if (flags & URGENT) {
send urgent (packet) ;
} else {
queue (packet) ;
}

}
}
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Kernel Driver

SendPacket ( SendPacket (
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buf =
AllocMemory (B)
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Kernel-Driver Interface

Kernel Driver

SendPacket ( SendPacket (

.., 0x40 ﬁ ..., o

) ; ) { ...

check B 2 0

buf =
AllocMemory (1000) _ AllocMemory (B)
return addr ﬁ

set buf =y
where:

y =01
Y addr




Kernel-Driver Interface

Kernel Driver

SendPacket ( SendPacket (

.., 0x40 # ..., o

) ; ) { ...

buf =

AllocMemory (1000) AllocMemory (B)

return addr

APl Annotations
Local consistency
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Bug Checker Plugins

status = o B
status == READY ?
L
flags = B hw send
flags & URGENT °? ///\\\
j;////\\\\<£ A

queue hw send /A\
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Bug Checker Plugins

status = Ol 8y
status === READY °?

F N

. . flags = B hw send
® |nstruction-granularity  fiags s/urcent -

instrumentation P T
queue hw send /A\

e Multi-path analysis "\ 7
/N /N /NN

Nl

together




Guest Bug Checkers

status = o gt
status == READY ?

j;////\\\\QE
® They run in guest OS flags = B hw_send
flags & URGENT °? ///\\\
® You can reuse existing ENT L

queue hw send /A\

single-path dynamic PN /\
bug-finding tools NOACA A




Guest Bug Checkers

status = Ol a8y
status === READY °?
j;//// T
® They run in guest OS flags = B hw_dend

flags & URGENT °?

® You can reuse existing FETNT

queue hw send //

single-path dynamiC /\ /\
bug-finding tools N
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Program

DDT found 14 bugs in
all 6 Microsoft-certified drivers we

tested

=

DDT Plugins

Driver Exerciser

Generators

Symbolic
Hardware
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¢ Automated Reverse Engineering
RevNIC

e Multi-path Performance Profiling
PROFs
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Drivers: Hard to Write and Hard to Port

® Drivers are often closed source
Porting from existing drivers is difficult

® Devices rarely come with an interface specification
Hard to write a driver from scratch

® Specifications are often incomplete and buggy
Buggy driver implementation
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High Coverage
Driver Exerciser

¢ Hand-crafted workload is not enough
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Driver Exerciser
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Trace Files




S2E API

Driver Exerciser

Execution

Tracer l

Trace Files

e EXxecution tree

e Machine instructions
e Memory accesses

e Register values

e (Memory-Mapped) I/O
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interaction traces

RevNIC Code
Synthesizer

Traces = C code
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Multi-Path Dynamic
Disassembly

uint32 t function 0001 (uint32_ t paraml,
uint32 t param2)

{ /* ... */
BB1:

goto BB2;
BB2:

vl read port(paraml) ;
BB3:

v2 read port (param2) ;
BB4:

if (vl & 0x21) goto BBS8;
BB5:

write port(param2, 0x1234);
BB6:

goto BB7;
BB8:

write port(paraml, 0x4567) ;
BB9:

goto BB7;
BB7:
}
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uint32 t function 0001 (uint32_ t paraml,
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{ /* ... */
BB1:

goto BB2;
BB2:

vl read port(paraml) ;
BB3:

v2 read port (param2) ;
BB4:

if (vl & 0x21) goto BBS8;
BB5:

write port (param2, 0x1234);
BB6:

goto BB7;
BBS8:

write port(paraml, 0x4567) ;
BB9:

goto BB7;
BB7:
}
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User space

( Kernel space
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Multi-Path In-Vivo Profiling

User space

(4

Kernel space




Multi-Path In-Vivo Profiling

User space A
'Y

Kernel space




PROFs

e Cache Simulator
Models arbitrary cache hierarchies

® |nstruction Counter
Machine instructions

e MMU Monitor
Tracks TLB misses and page faults




Finding Performance Envelopes

e Upper and lower bound on performance
e [astest and slowest execution path

® Metrics?

e #instructions, cache misses, page faults, ...
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Finding Performance Envelopes
ping

e Unbounded instruction count

® [nfinite loop bug

>1.5 million
instructions




Infinite Loop in Ping

void process options (optptr...) ({
;hile (totlen > 0) {
gpt = optptr;
;witch (*opt) {
case OPTION ROUTE RECORD:

length = *++opt;

if (length < 4)
continue;
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Perf. Envelope for Patched Ping




Perf. Envelope for Patched Ping

1,645
instructions

129,086
instructions




Conclusion

e [EXxecution consistency models
e Platform for in-vivo multi-path analysis

e Use of symbolic execution in bug finding, reverse
engineering, and performance analysis

http://s2e.epfl.ch

Ready-for-use VM, demos, tutorials,
source code, documentation



http://s2e.epfl.ch
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